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MANG BOT AISURU TAN CONG TU CHOI DICH VU QUY MO LON PAT KY

LUC 29.7 TBPS

"Cudc tdn cong DDoS ky luc nay nhdn
manh su can thiét phai tdng cudng bao
mdat va kha ndng phong thu truéc cac
mdéi de doa mang ngady cang tinh vi."

Cloudflare vra cdng bo da phat hién va
giam thiéu mét cudc tan cong tir chdi dich vy
phdn tan (DDoS) IGn nhat tu trudc dén nay, dat
murc 29.7 terabit moi gidy (Tbps). Cudc tan céng
nay dugc cho la c6 nguon goc tU mang bot
AISURU, mét dich vu botnet cho thué khét tiéng,
von da thyc hién nhiéu cudc tan cong DDoS vdi
Iuu lugng cuc Idn trong nam qua. Cudc tan cong
kéo dai 69 phut, gdy gian doan dang ké cho cac
dich vu truc tuyén.
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Mang bot AISURU, v@i udc tinh lén dén 4
triéu may chi bi nhiém, cho phép tin tac thuyc

hién cac cudc tan cong DDoS vdi quy moé chua
ting thay. Viéc khai thac cac 16 hong bao mat va
st dung cac ky thuat khuéch dai luu lugng truy
cap da giup AISURU tao ra lugng dir liéu khong
16, lam qua tai cac hé théng muc tiéu va gay ra
tinh trang tU chéi dich vy. Sy viéc nay giong lén
hoi chuéng canh bao ve su gia tang cla cac cudc
tan cong DDoS phuc tap va nguy hiém.
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GOLDFACTORY TAN CONG PONG NAM A QUA UNG DUNG NGAN HANG
GIA MAO GAY RA HON 11000 CA NHIEM

“Nguai dung can ddc biét canh gidc vai
cdc iing dung ngdn hang khéng ré
ngudn goc dé tranh tré thanh ngn nhéan
cua GoldFactory."

Nhom téi pham mang GoldFactory dang
thuc hién cac cudc tdn cong mdi nham vao
ngudi dung di dong & Indonesia, Thai Lan va Viét
Nam bang cach mao danh cac dich vy chinh pha.
Hoat dong nay, dugc ghi nhan tu thang 10 nam
2024, lien quan den viéc phat tan cac Ung dung
ngan hang da dugc sifa doi, dong vai tro nhu
mét kénh dan cho phan mém déc hai Android.
Cac (ng dung gia mao nay dugc thiét ké dé lua
ngudi dung cai dat ching, tur do tao diéu kién
cho ké tan cdng xam nhap va kiém soat thiét bi.
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GoldFactory su dung cac ung dung ngan
hang da bi can thiép dé phat tan ma doc. Khi
ngudi dung cai dat Ung dung gia mao, phan
mém doc hai sé am tham hoat déng, danh cap
thong tin tai chinh nhay cam, thong tin ca nhan
va tham chi kiém soat thiét bi ti xa. S6 lugng I6n
cac ca nhiém cho thay quy mé va muic dé nguy
hiém cua chién dich tdn cdng nay, gdy ra rui ro
tai chinh nghiém trong cho ngudi dung & khu
vuc Dong Nam A.

st-asia-with.html
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TIN TAC CO THE THUC THI MA TU XA QUA LO HONG NGHIEM TRONG
TRONG REACT SERVER COMPONENTS VA NEXT.JS

“L6 héng RCE nghiém trong de dea cdc
irng dung React va Next.js. Can cdp nhdt
ngay ldp tirc dé ngdn chdn cdc cudc tédn
cbéng tiém an."”

Céc 16 héng nghiém trong dugc phat hién
trong giao thuc Flight dugc su dung bdi React
Server Components va Nextjs, cho phép tin tac
thuc thi ma tur xa (RCE) vdi diem CVSS dat muc
cao nhat la 10.0. Cac 16 hong nay dugc theo doi
dudi dang CVE-2025-55182 va CVE-2025-55182-
66478, gay ra rui ro dac biét nguy hiém cho cac
ing dung web s dung cac cong nghé nay. Viec
khai thac thanh cong cé thé cho phép ké tan
cong chiém quyén kiém soat hoan toan may chu.
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Cu thé, 16 héng nam trong qua trinh x ly

du lieu khong dang tin cay dugc truyen qua giao
thic Flight. Ké tan cong c6 thé Igi dung diéu nay
dé chén ma ddc vao may chu, tir dé thuyc thi cac
lénh tuy y. Diéu nay c6 thé dan dén viéc danh
cap di liéu nhay cam, cai dat phan mem doc hai
hodc tham chi lam gian doan hoan toan hoat
dong cua ung dung. Cac nha phat trién nén khan
truong ap dung cac bién phap bao mat can thiét.
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KHAI THAC LO HONG NGHIEM TRONG TRONG YETH CHO PHEP TIN TAC

DANH CAP 9 TRIEU PO LA

“Lé6 héng yETH phai bay diém yéu DefFi,
can tdng cuong bao mat va kiém tra dé
bado vé tai san ngudi ding.”

M6t 16 héng dac biét nghiém trong trong
giao thuc tai chinh phi tap trung (DeFi) yETH da
bi khai thac thanh céng, dan dén viéc tin tic
chiém doat s6 tién trj gia 9 triéu dé la My. L6
hong nay cho phép ké tan cong thuc hién cac
giao dich trai phép va rut tién tu cac hgp dong
thong minh cua yETH ma khong can xac thyc. Vu
viéc nhan manh nhirng rui ro tiem an lién quan
dén cac giao thic DeFi va sy can thiét phai co
cac bién phap bao mat manh mé dé bao vé tai
san cua ngudi dung.

@ The Hacker News o
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Viec khai thac nay cho thay tin tac lien tuc

tim kiém va khai thac cac 16 héng trong cac (ing
dung blockchain va DeFi. Hau qua cua vy viéc
nay co thé gay anh hudng nghiém trong dén
niém tin cta nha dau tu vao thj truong DefFi va
thic ddy cac nha phat trién phai tang cudng
kiém tra bdo mat va cac bién phap phong ngua
rai ro. Cac té chuc va ca nhan tham gia vao
khong gian DeFi nen xem xet ky luéng cac rui ro
lién quan va thuc hién cic budc dé giam thiéu
nhiing rui ro do.
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LO HONG REACT VA NEXT.JS CHO PHEP THUC THI MA TU XA KHONG

YEU CAU XAC THUC

"Cap nhat ngay lap tuc React va Next.js
dé ngdn chdn nguy co bi khai thdc 16
héng thuc thi ma tur xa."

Mot 16 héng bao mat nghiém trong da
dugc phat hién trong React Server Components
(RSC), c6 kha nang dan dén thyc thi ma tu xa
néu bi khai thac thanh cong. LO héng nay anh
hudng dén cach React giai ma cac payload dugc
gui dén React, cho phép tin tac thyc thi ma tay y
trén hé thong muc tieu ma khéng can xac thyc.
LO hong nay dac biét nguy hiém do muc dé
nghiém trong cao va kha nang bj khai thac dé
dang.

® The Hacker News =8
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Pugc theo doi vdi ma dinh danh CVE-
2025-55182, 16 hdng nay dat diém CVSS t6i da la
10.0. Ké tan cong c6 thé Igi dung 16 hong nay dé

cai dat phan mem doc hai, truy cap dir liéu nhay
cam hodc kiém soat hoan toan hé théng bj anh
huéng. Cac t6 chic va nha phat trién sif dung
React va Nextjs nén khan truong ap dung cac
bién phap giam thiéu rui ro dugc khuyén nghj dé
bao vé khoi cac cudc tan cong tiém an.
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TIN TAC TAN DUNG LO HONG KING ADDONS DE TAO TAI KHOAN QUAN

TRI TREN WORDPRESS

“Cap nhat plugin King Addons ngay lap
tirc dé ngdn chdn tin tdc chiém quyén
kiém sodt trang web WordPress cua
ban."

Mot 16 héng bao mat nghiém trong anh
hudng dén plugin WordPress c¢6 tén King
Addons cho Elementor dang bi khai thac tich cyc
trén thuc té. LO hong CVE-2025-8489 (diém
CVSS: 9.8) la mot truong hgp leo thang dac
quyén, cho phép nhirng ké tan cong khong yéu
cau xac thyc cap cho chinh ho cac dac quyen
quan tri bang cach chi dinh vai tré ngudi dung
quan tri vién trong qua trinh dang ky. biéu nay
c6 nghia la tin tac co thé tao tai khoan quan tri
mdi ma khong can bat ky théng tin dang nhap
hgp lé nao.
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Viéc khai thac thanh céng 16 héng cho
phép tin tac kiém soat hoan toan trang web
WordPress bi anh hudng. Ké tan cong cé thé tiy
y cai dat phan mém ddc hai, stra déi ndi dung
trang web, danh cap dir liéu nhay cam va thuyc
hién nhiéu hanh dgng ddc hai khac. Cac quan tri
viéen WordPress s dung plugin King Addons
dugc khuyén cdo khan cap cdp nhat Ién phién
ban mdi nhat dé ngan chan viéc khai thac 16
héng nay.

fong tham khao thdng tin ohd tiér ol dudng dan g
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PHAN TiCH PHAN MEM POC HAI BRICKSTORM SU DUNG CHO DUY TRIi

TRUY CAP TRAI PHEP

“Cdc to chirc nén sir dung cac chi sé thoa
hiép (10C) va chir ky phat hién dé xac
dinh cdc mau phdan mém déc hai
BRICKSTORM."

Cd quan An ninh mang va Cd s& ha tang
(CISA), Cd quan An ninh Qudc gia (NSA) va Trung
tam An ninh Mang Canada (Cyber Centre) da
danh gia rang cac tin tac dugc nha nudc Cong
hoa Nhan dan Trung Hoa (PRC) bao trg dang su
dung phan mém doc hai BRICKSTORM dé duy tri
truy cap trai phép lau dai trén cac hé thong bi
xam nhap, chli yéu nham vao cac té chic trong
linh vyc dich vu chinh phl, co sd ha tang va
cong nghé thong tin. BRICKSTORM la mat
backdoor phuc tap dugc thiet ké cho VMware
vSphere va moi trudng Windows. Sau khi xam
nhap, tin tic co thé si dung quyén truy cap vao
bang diéu khién quan ly vCenter dé danh cap
cac ban sao ao cua may ao (VM) cho muc dich
trich xuat thong tin dang nhap va tao cac VM an,
gia mao.

NGUON T

® All CISA Advisories

IN .
= I

PHONG AN NINH MANG VA PHONG, CHONG
TOI PHAM SU DUNG CONG NGHE cAO

BRICKSTORM hoat dong bang cach chay
cac kiém tra va duy tri sy bén bi bang cach st

dung chic nang ty theo doi. No s dung nhieu
I6p ma hoa (HTTPS, WebSockets, TLS long nhau)
dé che giau lién lac vdi may chu C2 cla tin tac.
Ngoai ra, nd su dung DNS-over-HTTPS (DoH) va
bat chudc chic ndng cia may chi web dé hoa
trén lién lac cua né vdi luu lugng truy cap hop
phap. BRICKSTORM cung cap cho tin tac kha
nang truy cap shell tuong tac trén hé thong, cho
phép ho duyét, tai Ién, tai xubng, tao, xo6a va
thao tac cac tép. Mot s6 mau con hoat déng nhu
mot proxy SOCKS, tao dieu kién cho viec di
chuyén ngang va cho phép tin tac xam nhap vao
cac hé thong khac.
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